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Internet of Things:  
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Ankita Suvagia 





Internet of Things (IoT) is a recent prominent collaboration of various technologies that enables spatially 
distributed devices (“things”) to sense, communicate and share information, thus generating a variety of 
applications and services in Healthcare. IoT is implemented in multiple domains like Smart city, energy and 
smart grid, Smart home, weather forecasting, Agriculture, Market and Transportation, Manufacturing and 
testing industries, Healthcare and many more. IoT serves the purpose of making tasks more efficient and 
productive and at the same time ensuring quality and reliability. IoT technologies provide an enabling 
framework for inter-connecting devices, systems, and services that go beyond Machine-to-Machine scenarios 
within today’s internet infrastructure. 
 
Healthcare industry is among the fastest fields to embrace IoT for numerous health services. IoT technologies 
will enable doctors / physicians / caretakers to be in touch with patients all the time. Various physiological 
parameters and markers can be monitored on a real-time basis for early detection of serious health symptoms 
that could endanger the life of patients. Diagnosis of diseases can be more accurate and in time for early 
treatment which will significantly improve recovery time. Diagnostic medical devices, sensors, and imaging 
devices that are integrated within the network for building an efficient and real-time system. The market for 
IoT in the healthcare sector is expected to grow rapidly in terms of connecting hospitals with patients for 
remote monitoring, emergency care services and remote surgery through augmented virtual reality. 
 
This thesis explores advances in IoT- based technologies in the healthcare environment. The thesis presents 
an architecture that defines a possible reference platform for seamless inter-connectivity between devices and 
software systems to enable new services. The architecture has multiple layers each of which performs specific 
functions to enable the realization of novel healthcare services. The thesis provides a comprehensive 
comparison between different Short range communication technologies, Mobile communication and Low 
Power Wide Area (LPWA) technologies. Based upon different scenarios of IoT healthcare services 
implementation, data computation capabilities provided by various cloud computing models and edge 
computing models are also discussed. The thesis provides a survey on various healthcare services that are 
implemented inside (and outside) hospital premises, e.g., remote health monitoring, Ambient Assisted Living 
among others.  
We also highlight the impact of two prominent key technologies: Network Functions Virtualization (NFV) 
and Software Defined Networks (SDN). We show  the benefits of implementing control and management 
function-especially at the edge network- utilizing SDN/NFV. This provides a flexible approach for 
deployment of healthcare services in close proximity to computing resources and improves communication 
control. 
IoT acknowledges a reliable and secure data exchange in real-time and oriented to improve Quality of Life  
(QoL). Internet of Things (IoT) serves the purpose of the advance concatenation of devices, systems, and 
services that go beyond the Machine-to-Machine scenario within today’s internet infrastructure with extended 
benefits. 
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1. Introduction : Internet of Things (IoT) 
Internet of Things (IoT) is a multidisciplinary paradigm in which “things” (Smart devices/objects) are networked 
and connected through Internet, enabling them to communicate with each other and to world outside, thus aiming 
to provide specific desired services. IOT can be explained as a network of uniquely identified smart objects (or 
things) that offers an intelligent approach to collect, process and store data derived from different types of sensors 
to perform actions autonomously based on actuators.  
The IoT enables physical objects to see, hear, think and perform jobs by having them “talk” together, to 
share information and to coordinate decisions. The IoT transforms objects from conventional to smart by utilizing 
technologies such as ubiquitous and pervasive computing, embedded devices, communication technologies, 
sensor networks, Internet protocols and applications. Smart objects along with their supposed tasks constitute 
domain specific applications (vertical markets) while ubiquitous computing and analytical services form 
application domain independent services (horizontal markets). Figure. 1 illustrates the overall concept of the IoT 
in which every domain specific application is interacting with domain independent services, whereas in each 
domain sensors and actuators communicate directly with each other. 
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1.1 Applications  
IOT facilitates easy human interface with reliable and secure information exchanges between end users and 
devices and oriented to improve Quality of Life (QoL) . IOT based applications can be well suited for healthcare 
sector, Electric power generation and energy system, Smart Grid, Smart homes, Navigation and transportation,  
Vehicle monitoring as well as in Weather forecasting, Industry and manufacturing and many more. 
Figure 2 : (a) IoT Applications 
 
IoT services can be categorized under four classes: 
• Identity-related Services 
• Information Aggregation Services 
• Collaborative-Aware Services 
• Ubiquitous Services.  
Identity-related services are the most basic and important services that are used in other types of services. Every 
application that needs to bring real world objects to the virtual world has to identify those objects. 
Information Aggregation Services collect and summarize raw sensory measurements that need to be processed 
and reported to the IoT application. 
Collaborative-Aware Services act on top of Information Aggregation Services and use the obtained data to make 
decision and react accordingly.  
Ubiquitous Services, however, aim to provide Collaborative-Aware Services anytime they are needed to anyone 
who needs them anywhere. 
Figure : (b) IoT Applications  
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With this categorization, some applications of the IoT in the following paragraphs. The ultimate goal of all IoT 
applications is to reach the level of ubiquitous services. However, this end is not achievable easily since there are 
a lot of difficulties and challenges that have to be addressed. Most of the existing applications provide identity 
related, information aggregation, and collaborative-aware services. Smart healthcare and smart grids fall into the 
information aggregation category and smart home, smart buildings, intelligent transportation systems (ITS), and 
industrial automation are closer to the collaborative-aware category. 
 Smart home IoT services contribute to enhancing the personal life style by making it easier and more 
convenient to monitor and operate home appliances and systems (e.g., air conditioner, heating systems, 
energy consumption meters, etc.) remotely. For example, a smart home can automatically close the 
windows and lower the blinds of upstairs windows based on the weather forecast. Smart homes are 
required to have regular interaction with their internal and external environments. The internal 
environment may include all the home appliances and devices that are Internet-connected while the 
external environment consists of entities that are not in control of the smart home such as smart grid 
entities. 
 
 Smart buildings connect building automation systems (BAS) to the Internet. BAS allows to control and 
manage different building devices using sensors and actuators such as HVAC, lighting and shading, 
security, safety, entertainment, etc. Furthermore, BAS can help to enhance energy consumption and 
maintenance of buildings. For example, a blinking dishwasher or cooling/heating system can provide 
indications when there is a problem that needs to be checked and solved. Thus, maintenance requests can 
be sent out to a contracted company without any human intervention. 
 
 Intelligent transportation systems (ITS) or Transportation Cyber-Physical Systems (T-CPS) 
represent integration between computation and communication to monitor and control the transportation 
network. ITS aims to achieve better reliability, efficiency, availability and safety of the transportation 
infrastructure. 
 ITS employs four main components, namely: vehicle subsystem (consists of GPS, RFID reader, OBU, 
and communication), station subsystem (road-side equipment), ITS monitoring center and security 
subsystem.  
Moreover, connected vehicles are becoming more important with the aim to make driving more reliable, 
enjoyable and efficient. For instance, Audi became the first automaker with a license for self-driving in 
Nevada. Google is another pioneer in this area. Also, in December 2013, Volvo announced its self-driving 
car to drive about 30 miles in busy roads in Gothenburg, Sweden. Earlier this year, the USDOT announced 
that it would chart a regulatory path that would require all new automobiles to be equipped with vehicle-
to-vehicle (V2V) communications systems sometime in the next several years. 
 
 Industrial automation is computerizing robotic devices to complete manufacturing tasks with a minimal 
human involvement. It allows a group of machines to produce products quickly and more accurately based 
on four elements: transportation, processing, sensing and communication. The IoT is utilized in 
industrial automation to control and monitor production machines operations, functionalities, and 
productivity rate through the Internet. For instance, if a particular production machine encounters a sudden 
issue, an IoT system sends a maintenance request immediately to the maintenance department to handle 
the fix. Furthermore, the IoT increases productivity by analyzing production data, timing and causes of 
production issues. 
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 Smart healthcare plays a significant role in healthcare applications through embedding sensors and 
actuators in patients and their medicine for monitoring and tracking purposes. The IoT is used by clinical 
care to monitor physiological statuses of patients through sensors by collecting and analyzing their 
information and then sending analyzed patient’s data remotely to processing centers to make suitable 
actions.  
Figure 3 : Healthcare trends 
 Smart grids utilize the IoT to improve and enhance the energy consumption of houses and buildings. 
Employing the IoT in smart grids helps power suppliers to control and manage resources to provide power 
proportionally to the population increase. For example, smart grids use the IoT to connect millions or 
billions of buildings meters to the network of energy providers. These meters are used to collect, analyze, 
control, monitor, and manage energy consumption. The IoT enables energy providers to improve their 
services to meet consumers needs. Also, utilizing the IoT in the smart grid reduces the potential failures, 
increases efficiency and improves quality of services. 
 
 A smart city which could be seen as an application of ubiquitous services, aims to improve the quality of 
life in the city by making it easier and more convenient for the residents to find information of interest. In 
a smart city environment, various systems based on smart technologies are interconnected to provide 
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1.2 Internet of Things in Healthcare Sector 
Healthcare industry is among the fastest to embrace IOT- based solutions. IOT provides potential path for several 
medical and healthcare related applications for patient care, both inside the hospital as well as remote monitoring, 
fitness care programs, real- time monitoring of patient physiological parameters for early detection of disease 
symptoms, elderly care, emergency care and  easy access of patient health record . The various medical devices, 
sensors, diagnostic and imaging devices can be considered as smart devices or objects which are integrated within 
the network for building an efficient and real time system for providing specific service.  
 
1.3 Market Scenario and Estimations 
The IoT offers great opportunity for equipment manufacturers, Internet Service Providers (ISP) and application 
developers.  
• The IoT smart objects are expected to reach 212 billions entities deployed by the end of 2020.  
• By 2022, M2M traffic flows are expected constitute up to 45% of the whole Internet traffic. 
• McKinsey Global Institute reported that the number of connected machines (units) has grown 300% over the 
last 5 years. 
• Traffic monitoring of a cellular network in the U.S. also showed an increase of 250% for M2M traffic volume 
in 2011. 
There is no shortage of IoT market estimations.  
• According to research firm Gartner, there will be more than 20 billion connected things in use worldwide by 
2020. 
•  Bain & Company expects annual IoT revenue of hardware and software to exceed $450 billion by 2020. 
• McKinsey & Company estimates IoT will have an $11.1 trillion impact by 2025.  
• IHS Markit believes the number of connected IoT devices will increase 12% annually to reach 125 billion in 
2030. 
• Gartner assesses that 20.8 billion connected things will be in use by 2020, with total spend on IoT devices and 
services to reach $3.7 trillion in 2018. 
 
Economic growth of IoT-based services is also considerable for businesses. Healthcare and manufacturing 
applications are projected to form the biggest economic impact. Healthcare applications and related IoT-based 
services such as mobile health (m-Health) and telecare that enable medical wellness, prevention, diagnosis, 
treatment and monitoring services to be delivered efficiently through electronic media are expected to create about 
$1.1–$2.5 trillion in growth annually by the global economy by 2025. The whole annual economic impact caused 
by the IoT is estimated to be in range of $2.7 trillion to $6.2 trillion by 2025. 
On the other hand, Wikibon predicts that the value created from the industrial Internet to be about $1279 billion 
in 2020 with Return on Investment (ROI) growing to 149% compared to 13% in 2012. Moreover, Navigant 
recently reported that the Building Automation Systems (BAS) market is expected to rise from $58.1 billion in 
2013 to reach $100.8 billion by 2021;a 60% increase. 
All these statistics, point to a potentially significant and fast-pace growth of the IoT in the near future, related 
industries and services. This progression provides a unique opportunity for traditional equipment and appliance 
manufacturers to transform their products into “smart things.” Spreading the IoT and related services globally 
requires Internet Service Providers (ISPs) to provision their networks to provide QoS for a mix of M2M, person-
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2. Architecture 
The architecture provides a broader scenario about specifications of components and their functional organization 
and configurations. It serves as a backbone for various service based implementations of medical infrastructure 
for optimum benefit to patients. It also allows an organized and effective transition between several components 
from data extraction through sensors and other medical devices to data usage via different applications. 
 
2.1 Existing Architectures  
From the pool of proposed architecture models, the basic model is 3-layer Architecture, consists of the Application 
layer, Network layer and Perception layer. In recent literature, other architecture models are discussed that bring 
some more abstraction to IOT architecture by adding  Management/Data processing /Security layer as a separate 
layer. Four layers Service Oriented Architecture (SOA) describes Sensing layer that handles integration of sensors 
with hardware, Network layer supports data transfer over network, Service layer that creates and manages 
healthcare services and the Interface layer responsible for interaction between users and applications. 
 
















Figure 5: Four Layers Service oriented Architecture (SOA) 




Figure 6 : IoT elements 
 
Figure 7 : Building blocks and technologies of the IoT 
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2.2 Proposed Architecture 
All studied architectures lack clear abstraction based on functionalities. Architectures are solely focuses on Sensor 
networks at the perception/sensing layer and do not specify if they support non-IOT devices like echography and 
IRM Scanners. 
They do not ensure the interoperability of all current medical devices, including sensors interoperability and 
information sources regardless of their technologies and data formats used. Most existing work does not take 
other sources into consideration like electronic health records and Health Database information system. 
 
We propose an architecture that demonstrate layers based on their functionalities. The model consists of the 
following components, (1) Data Generation/ Device Layer (2) Data transport/ Network Layer (3) Data 
Aggregation / Access Layer, (4) Storage and Processing Layer and  (5) Health care Services, shown in figure 10. 
 
Figure 10: Proposed IOT Architecture for Healthcare 
 
2.2.1 Data Generation / Device Layer 
This layer governs generation of various patient’s medical information through multiple sources. Unlike existing 
approaches that take into account only IoT devices, our architecture combines three  major types of information 
sources:  
(1) IoT devices (sensors based smart devices) used by patient for monitoring purpose like ECG, pulse oxygen 
meter and fall detection monitor.  
(2) Medical devices (non-IOT devices) commonly used by health professionals for diagnostic purpose which 
generates various physiological signals pertaining to patient’s health.  
(3) It also incorporate systems that collects information related to patient history, hospital inventories and records 
for staff, equipment, other hospital related data and medicines records. 
 
Sensors based Smart device (or Sensor device) can be a cluster of multiple sensors bundled together to form a 
sensor node. sensors can also be part of a device that does more than just sense things. A sensor device comprises 
of sensing element which receives stimulus (electrical or non-electrical), signal conditioning and conversion 
circuit which converts stimulus into electrical signal and transmission element. Modern sensor devices are more 
intelligent, miniaturized, low powered and non-invasive. 
Some sensors collects bioelectricity derived from body such as ECG, EEG and neural discharge. There are other 
physical and chemical sensors which identifies non-electrical parameters like temperature, pressure, humidity, 
motion, light etc. 
Data Computation /Processing and Storage Layer 
Data Aggregation/ access Layer 
Data Generation / Device Layer 















Data Transport / Network Layer 
(Local Network) 
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There are several wearable and medical sensors shown in Table I. 
TABLE I. 
 List of wearable and medical sensors [18][19][21] 
Name of the sensor Uses 
ECG (Electrocardiography) To measure the electrical activity of the heart, conveys 
essential information about the status of heart and the 
function of its muscular contractions. 
EMG (Electromyography) To measure the electrical signals caused by muscular 
activities for gesture recognition, detection of 
neuromuscular diseases etc. 
EEG (Electroencephalography) To capture electrical voltages which represents brain 
activities. 
Electrooculography (EOG) Eye movement 
Blood Pressure (BP) To measure systolic and diastolic pressure. 
Respiration rate To measure the rate of breathing. 
SpO2 The arterial oxygen saturation or the amount of oxygen 
dissolved in blood. 
Spirometer Expiration, flow rate and lungs movement. 
GSR (Galvanic Skin response) Perspiration and skin surface temperature 
Glucometer Sensor records glucose levels continuously around the 
clock. 
CO2 Gas sensor Measuring the Carbon Dioxide level. 
Motion sensors To track physiological movements 
Stress sensors Measures the pressure variation underside of the foot 





Sensing and identification technologies provide human health information from miniature sized wearable sensors 
(such as Inertial sensors, Location sensors, physiological sensors, Image sensors) and Ambient Sensors (such as 
Environmental sensors, Binary sensors, location sensors, tags). 
Inertial sensors are small-scale MEMS devices, which usually fit for measuring human physical activity. They 
are placed on different parts of body. Accelerometers measure degree of position changes of human motion; 
Gyroscopes are generally combined with accelerometers for measuring rotational movements in keen joint 
rehabilitations. Applying both inertial sensors also enable accurately detecting a specific type of human motion 
and behaviors, such as bend knees, descend stairs, ascend stairs or turning. Their applications cover gait 
rehabilitation, joint pathology, stork, Parkinson’s disease and fall detection. Similarly, pressure sensors, along 
with accelerometers are also useful in monitoring stairs behaviors and fall detection owning to their relationship 
between sensory readings and altitude. Magnetic field sensor is another type of inertial sensor that can be able to 
be placed close to measurement location for achieving high spatial resolution to detect human’s direction.  
Physiological sensors are designed for measurement of specific health related personal data, like heart rate, 
temperature. In order to ensure high accuracy of measurements, physiological sensors used to be relatively 
expensive and are mostly used in clinics. Now, advance sensory techniques boost the design and development of 
a large amount of cost-effective physiological sensors. For instance, Electrocardiogram (ECG) for heart rate 
monitoring has been broadly contributed to physical activity recognition and monitoring and daily patients health 
monitoring. More importantly, these physiological devices are feasible to be used in out-of-hospital conditions, 
and can be transmitted through Internet. 
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Table II 
















Accelerometer Linear acceleration movement 
Gyroscope Angular rotational movement 
Pressure sensor Object’s altitude 




GPS Outdoor locations 
Blood Pressure Cuff Systolic and Diastolic blood pressure 




Spirometer Expiration, flow rate and lung volume 
Electrooculography (EOG) Eye movement 
Galvanic Skin Response (GSR) Skin Surface temperature 










Thermometer Indoor/outdoor temperature 





Window contact Window open/close state 
Door Contact Door open/close state 
Light switch Light on/off state 




Infra-red Indoor applications 
Zigbee Indoor applications 
Active RFID Indoor applications 
Tags RFID tags Objects individual interact with 
NFC tags Objects individual interact with 
 
 
Image sensor in IoT enabled PHS usually indicate a camera that is utilized for recording and understanding 
human activities, emotions or other contexts by using image or video processing techniques. Typical image sensor 
related IoT include SenseCam, Sony Xperia eye, etc. Their developers use a low cost wearable camera as visual 
life-logger for recording user daily activity related image sequences. With support of location data and image 
annotation, these tools can effectively recognize users’ daily activity and behavior, further results in improved 
and innovative home care solution for older people. But compared with other sensor technologies, image sensor 
technology for healthcare requires a much higher level of privacy protection. 
 
The appearance of many commercial wearable products and mobile applications enables a possibility of collecting 
multi-types of personal health data with hybrid sensors. One of the most famous mobile apps, such as Moves, are 
based on smartphone 3D accelerometer data and GPS information. It allows tracking user movement activities 
including location, distance and speed. The wearable products, such as Fitbit Flex, Nike + Fuel band, are all 
wristband devices that record steps count, distance, and calories burnt. These health related data are synchronized 
to mobile phone via blue-tooth, and further used in relevant mobile applications. 
 
Ambient sensor technology is also an important stream for IoT enabled as shown in Table II. Typical ambient 
sensors include environment sensors, binary sensors, location sensors, etc. Their applications focus on smart-
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Body Sensor Network (BSN) is a wireless network based classification of wearable devices that can be surface-
mounted on the body at fixed position or implanted or can be accompanied by device that human can carry around. 
BSN includes sensors that place emphasis on real-time signal collection and data transmission (e.g. ECG sensors, 
EEG sensors, gyroscope, accelerometer) as well as utilize sensors which collect discrete time varying 
physiological signals (e.g. temperature sensor, blood pressure sensor, glucose sensor and sensors monitoring 
blood oxygen).  
 
Within the hospital, connectivity with patient health record database can be included in this layer which will be 
then evaluated, processed and stored on real-time basis. Kuntinan Planthong et al. [23] proposed a framework for 
integration of IOT with Health Level 7 (HL7) protocol. HL7 provides a framework for exchange, integration, 
sharing and retrieval of electronic health information. HL7 focuses on 
• Patient management (admit, discharge, transfer) 
• Queries and resources (rooms, beds, devices etc.), patient scheduling 
• Scheduling of medical procedures, results, clinical trials 
• Financial administration 
• Medical records, medical treatments 
• Medicines prescribed through pharmacy. 
 
Several non-IOT medical devices like MRI, PET/CT scan, DXA Scan, Ultrasound, devices in ICU and Trauma 
centers can be incorporated in this layer. Data generated from these devices  as well as from sensor devices can 
be transmitted using specific communication protocols such as Wi-Fi, Bluetooth, LPWA etc. to the Data 
Aggregation/Access layer of architecture for analysis and evaluation of patient’s health conditions. 
 
2.2.2 Data Aggregation Layer 
Data Aggregation / Access Layer is the point of data acquisition from device layer, using PC, mobile (User 
Interface), hardware like Arduino and Raspberry pi etc. These devices formulate a channel through which not 
only information from the device layer is accumulated but they allow to access the processed and stored 
information from data computation layer by means of Mobile Applications and Web Services. With data 
acquisition, they also have features of data processing and storage. 
A personal Healthcare System proposed in [24],  uses embedded wearable sensors (Body Temperature, BP, Heart 
rate, ECG, Body Positioning). Sensors data are dynamically acquired and transmitted to Raspberry Pi for 
processing and analysis. 
Shreyaasha Chaudhary et al.[25] suggested an effective healthcare monitoring system that implements 
framework consists of Wireless Body Sensor Network (WBSN) to collect physiological signals through sensors, 
connected to Arduino Uno that process data and forwards it via Wi-Fi Module to Gateway. 
End to end Healthcare IOT Architecture based on Intel Curie mounted on Arduino 101, connecting multiple 
sensors is explained in [26]. The curie module interacts with different sensors, performs the basic processing on 
the received data from sensors and forwards the information to health server directly or via PC. Server maintain 
health records and user can access those through web application on PC or using mobile application. 
 
Processing units (e.g., microcontrollers, microprocessors, SOCs, FPGAs) and software applications represent the 
“brain” and the computational ability of the IoT. Various hardware platforms were developed to run IoT 
applications such as Arduino, UDOO, Friendly ARM, Intel Galileo, Raspberry PI, Gadgeteer, Beagle Bone, 
Cubieboard, Z1, WiSense, Mulle, and T-Mote Sky.  
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Figure 11 :Common Operating systems used in IoT environment 
 
 
Furthermore, many software platforms are utilized to provide IoT functionalities. Among these platforms, 
Operating Systems are vital since they run for the whole activation time of a device. There are several Real-Time 
Operating Systems (RTOS) that are good candidates for the development of RTOS-based IoT applications. For 
instance, the Contiki RTOS has been used widely in IoT scenarios. Contiki has a simulator called Cooja which 
allows researcher and developers to simulate and emulate IoT and wireless sensor network (WSN) applications. 
TinyOS, LiteOS and Riot OS also offer light weight OS designed for IoT environments. Moreover, some auto 
industry leaders with Google established the Open Auto Alliance (OAA) and are planning to bring new features 
to the Android platform to accelerate the adoption of the Internet of Vehicles (IoV) paradigm. Some features of 
these operating systems are compared in Figure 11. 
 
The information exchanges between device layer and data aggregation or Computing layer is made possible with 
the active Data transport/ Network Layer discussed next. 
 
2.2.3 Communication / Network Layer 
Communication medium acts as a bridge to assemble different functional layers of an IOT architecture. 
Components of Device Layer are connected to Data Aggregation Layer via Local Network. It includes 
technologies like ethernet (Wired connection), short range wireless technologies like Zigbee, RFID, Wi-Fi, BLE 
(Bluetooth Low Energy), 6LoWPAN, WirelessHART and Z-Wave as well as Low Power Wide Area 
(LPWA)Network that provides higher bandwidth for lower range with lower power consumption. 
 Zigbee: 
ZigBee  is  developed  by  ZigBee  Alliance  which  is  standard  for  personal  area  networks  (PAN)  and  is  
two-way wireless communication standard for short range applications. ZigBee  provides  low  cost,  low  
power,  reliable communication. ZigBee protocol stack contains four layers as shown below in Figure 12 
Figure 12: Zigbee Protocol Stack 
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ZigBee  is  positioned  on  top  of  Physical  and  Media  Access  Control  (MAC)  layers  which  are  
defined  by  IEEE  802.15.4  standard.  ZigBee  consists of Application, Network & Security layers. 
ZigBee interfaces directly with MAC layer which has the following services : 
(a) Access  Control: MAC  selects  devices  to  which  it  needs to  communicate depending on MAC 
address. 
(b) Encryption:  MAC  uses  symmetric  key  cryptography  to protect data. 
(c) Frame  Integrity:  The  device  which  receives  data  should  be able to detect modification in message. 
(d) Messages in Sequence: MAC prevents replay attacks as MAC frame uses structured series of values. 
 
ZigBee  cryptography  uses  128  bit  keys  and  Advanced  Encryption Standard (AES) encryption. Three 
types of keys are used: 
(a) Network  Key:  It  is  used  in  all  nodes  and  is  common  to  all nodes in ZigBee network. 
(b) Link  Key:  A  secret  session key  for  connected  device communication. 
(c) Master Key: It is used to generate link key. 
ZigBee provides excellent and very strong security features,  main  risks  for  ZigBee  systems  can  be  
found  in implementation  failures.    Some  of  things  which  should  be considered on implementation 
side are:  
• Device  Tampering:    Potential  intruders  should  be  prevented from obtaining key from device 
memory. 
• Key Transport: It is necessary to pay extra attention with default TC link keys – which is public 
and the same  level  of  security  is  provided  as  with unencrypted key transport.  
• Key Establishment: The master keys used during key establishment  shall  be  distributed    via  
out-of-band channels. For example, a sticker with a preconfigured  master key could be attached 
to a device and entered by a user during device setup. 




Automatic identification of things and people is done by RFID. RFID has  three  components;  tag,  reader  
and  back-end  database. RFID  operates  in  three  frequency  ranges  Low  Frequency  (LF),  High 
Frequency  (HF)  and  Ultra  High  Frequency  (UHF).  
RFID  devices are divided into two groups: 
(a) Active: Active RFID requires power source. 
(b) Passive: Passive RFID do not require batteries. 
RFID  encryption  levels  are  
Encryption  Mode 1:  Traffic  is not encrypted,   
Encryption  Mode  2:  Data  Encryption  Standard  (DES)  and  
Encryption Mode 3: AES-128 bits. 
 
Potential security threats in RFID systems:   
• Clandestine  scanning  –  unauthorized  scanning  of RFID tags.  
• Clandestine tracking – RFID chip emits the chip ID without  any  knowledge  of  the  holder  of  
the  tag. When  ID  is  unique  for  one  device,  it  is  possible to track movements of specified 
device.   
• Skimming  and  cloning - It  is  possible  to  duplicate the tag if the tag’s secrets are known to the 
hacker. If the tag’s response is always identical, it is possible to appoint this response as a valid 
signal.   
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 Wi-Fi 
Wi Fi  provides  means  for  wireless  communication,  by enabling access to the Internet in the form of 
the radio signal. There are two possible types of attacks, when this network is considered. The first one is 
related to network access control and  security  of  data.  The  second  one  is  related  to  wireless 
communication network design. 
Provided encryption levels for Wi Fi are:  
•  WEP – 64 bit encryption,  
•  WEP – 128 bit encryption,  
•  WPA – 256 bit encryption,  
•  WPA2 - WPA2-PSK (TKIP) and WPA2-PSK (AES).  
One of the main problems is to detect security threats in Wi Fi networks. For basic security applications 
satisfying level of  the  security  is  using  WEP  authentication  and  encryption. Most of Wi Fi access 
points support 128 bit WEP encryption. WEP is a rather week security standard, and it is replaced by 
WPA  and WPA2. WPA  supports 256  bit encryption. WPA2 uses  older  TKIP  encryption  or  AES  
encryption  algorithm which  is  one  of  the  most  secure  encryption  algorithms. Recommended  option  
is  using  WPA2  with  AES  encryption algorithm. 
Just  as  other  types  networks  used  in  IoT,  Wi Fi  is  also vulnerable.  Short  overview  of  the  main  
threats  in  Wi Fi networks is depicted:  
• The weakness of the WEP encryption mechanism - WEP provided  too  simple  algorithms  for  
encryption, and therefore has very significant weakness.  
• Search wireless signal attack - It often attacks when a  device  is  searching  for  a  wireless  signal.  
Many  of the wireless networks are not using encryption and are potentially dangerous.  
• Wireless network eavesdropping - One of the most used technics from the attackers is data 
eavesdropping. Eavesdropping is the process of collecting information from a network by 
snooping on transmitted data. 
 
 BLE 
Bluetooth  is  an  open  standard  for  short-range  radio frequency  communication  which  is  primarily  
used  for establishment for wireless personal area networks. Bluetooth provides security requirements in 
the following way:   
•  Authentication required  
•  Encryption required  
•  Authorization required 
Besides  Security  Modes  for  pairing  and  authentication, Bluetooth is providing three encryption modes 
which provide confidentiality:   
•  Encryption Mode 1 - communication is not encrypted in any kind of traffic. 
•  Encryption Mode 2 – encryption keys are used only for  encrypting  the  traffic  that  is  individually  
addressed. On the other hand; there is no encryption on broadcast traffic. 
• Encryption  Mode  3  –  data  on  encryption  key  is  set  based on details from master link key,  all 
kinds of traffic are encrypted.  
 
According to offered security modes, manufacturers decide which mode is to be included in their devices. 
Then, Bluetooth can  recognize  which  “trusted  devices”  can  exchange  data without  asking  permission.  
Bluetooth  is  using  device-level together with service-level security in order to protect devices from 
unauthorized transmission of data. Bluetooth technology, as any other wireless technology is susceptible 
to  general  wireless  networking  threats,  such  as denial  of  service  (DoS),  man-in-the-middle  (MITM),  
eavesdropping,  message  modification,  and  resource misappropriation . Besides that, there are specific 
Bluetooth related  threats  that  should  be  considered,  these  are  some  of them:   
  
• Bluejacking: involves Bluetooth users sending SMS to other Bluetooth devices which look like a 
business card.  If  the  content  is  not  properly  recognized, attacker can be saved as contact and 
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added to address book which might allow him to send content which is automatically  opened,  
since  it  is  coming  from  a known contact.   
• Car whisperer: There is a possibility for hackers to send and receive an audio from/to Bluetooth–
enabled car  stereo.  So,  audio  can  be  transmitted  to  car’s speakers or it can be received from 
the microphone in the car .  
•   Bluesnarfing: Older versions of the firmware contain flaws  that  enable  hackers  to  access  to  
the  Bluetooth devices, allowing access to data stored on the device including the device’s 




LoWPAN defines the utilization of IP for small devices that  have  low  battery  and  limited  processing  
capacity.  The 6LoWPAN allows IPv6 packets to be sent and received over IEEE 802.15.4 based networks.  
6LoWPAN  is  light-weight  and  it  takes  a  little  bit  smaller time to send and receive packets, compared 
to the raw IEEE 802.15.4 network. In  addition, 6LoWPAN is quite scalable enough to expand its network 
size to 2 64 . It also reduces the power consumption and enables the connection with legacy IP networks. 
Therefore, 6LoWPAN is very suitable for IoT environment. 
 
 
 Mobile/cellular technology and communication networks like Metro network and Backbone network give 
leverage to work with high Bandwidth over high range with High power consumption and also allow to 
utilize computation capabilities of Edge and Cloud infrastructures and allows services for Remote Health 
monitoring and Emergency Response. 
 
Short range Communication Technologies are limited by coverage area whereas Long Range wireless protocols 
usually have high energy consumption which are not suitable for smart devices in hospitals. LPWA technologies 
are designed to have a transmission distance more than 3 km with strong penetrability. They incur low power 
consumption, supports narrowband data transmission, massive number of sensors connectivity with low 
communication cost. 
 
 Low Power Wide Area (LPWA) 
LPWA technologies are designed to have a transmission distance more than 3 km in complex urban 
environments and 15 km in open area with strong penetrability. They incur low power consumption such 
that an ordinary battery can work for years or even more than ten years. Further, LPWA supports 
narrowband data transmission, with low communication cost. LPWA can either utilize the unlicensed 
spectrums (e.g., LoRa and SigFox), or 2G / 3G / 4G cellular licensed resources [e.g., EC-GSM, LTE 
enhanced MTC, and narrow-band-IoT (NB-IoT)]. 
 
Figure 13: Coverage and transmission rate comparison among wireless communication technologies 
 
 





LPWA (Low Power Wide Area) technologies have been proposed for variety of applications. LoRA, 
Sigfox, enhanced MTC (eMTC) and NB-IoT are amongst the popular ones. Table III gives a 
comprehensive comparison between LoRA, Sigfox, enhanced MTC (eMTC) and NB-IoT.  
 
TABLE III 
Comparison between NB – IoT, LoRA, Sigfox and eMTC [37] 
 
Haibin Zhang et al.[38] developed an infusion monitoring system to monitor the real time drop rate and the 
volume of remaining drug during the intravenous infusion based on NB-IoT and introduced edge computing to 
deal with the requirement of latency in medical process. 
Fan Wu et al.[39] discussed a wearable IoT sensor node, monitoring surrounding environmental conditions for 
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2.2.4 Computation Layer 
Data Computation involves processing of massive amount of data generated from device layer, delivered via 
communication network to remote distant datacenter where it has the facilities of storage in orderly fashion which 
provides opportunity for complex data analysis based on algorithms and data science. It supports deployment of 
various applications and services. This also includes computing near to the data source i.e., Edge computing, 
based upon the services it holds and implementation scenario. 
 
(A) Cloud Computing based Internet of Things 
Cloud computing provides an on – demand access to shared set of resources such as network, servers, storage and 
services in an efficient and convenient manner without the need to maintain hardware resources. Cloud preserves 
ubiquitous computing capabilities , especially in terms of storage and processing power. It also provides a flexible, 
robust environment which allows for dynamic data integration from various data sources, thus it is beneficial if 
integrated with Internet of Things (IoT). It facilitates big – data analytics using machine learning technologies 
due to highly centralized colocation of intensive computation and data. 
 
Many benefits can be tangible when exploiting the integration between Cloud and IoT such as follows. 
• Efficient storage for IoT big data by exploiting the Cloud storage nature, i.e., On-demand, virtually 
unlimited and low-cost. 
•  Regarding computation, the integration with Cloud enhances IoT processing and computation by adding 
more capabilities which are not allowed at the IoT end, and energy saving by enabling task offloading. In 
other words, the Cloud model satisfies the processing needs of IoT through its virtually unlimited 
processing and on-demand usage, which enables easier real-time analysis of IoT data. 
• Cloud offers an efficient and low-cost solution to enable IoT to keep track and manage objects anywhere 
at any time without a need to communicate through expensive dedicated hardware. Moreover, it provides 
an efficient solution for managing the generated data of Things. 
•  IoT has limitations in many areas such as scalability, interoperability and efficiency due to the high 
heterogeneity on its devices, technologies, and protocols. Cloud can facilitate the flow of IoT data 
collection and processing as well as ease the process of integration of new things while reducing the cost 
of deployment and complex data processing. 
•  In terms of scope, CoT promotes new smart services and applications that leverage the extension of Cloud 
through things, which opens new opportunities. 
Table IV 
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Cloud computing is defined based on four types of deployment models, and three different service models. The 
most common deployment model is Public cloud model, where resources are made available to consumers over 
the Internet, generally owned by profitable organization (e.g., Amazon, Google).  
The Private cloud model offers a secure environment and higher level of control (like Microsoft Private Cloud).  
The Hybrid Cloud  is a mixture of Public and Private Clouds with benefits of both.  
And there is a Community Cloud infrastructure which is delivered to a group of users by a number of 
organizations which shares the same need. 
In terms of services in cloud computing, consumers can select out of three models; namely:   
(1)  The software as a Services (SaaS) model, where software are delivered through Internet to user (e.g., Google 
Apps).  
(2)  The Platform as a Service (PaaS) model, which offers a higher level of integrated environment that can be 
built, test and deploy specific software (e.g., Microsoft Azure). 
 (3) The Infrastructure as a Service (IaaS) model, that provides infrastructure such as storage, hardware and 
servers, delivered as services (e.g., Amazon Web Service).  
 
In [42], an online platform architecture is proposed which  facilitates the development, deployment, operation 




Figure 20 : Cloud of Things Architecture Concept. [42] 
 
Cloud based IoT Architecture for Healthcare gives a cost efficient and reliable solution to process large amount 
of data generated by IoT Sensors (implanters or wearables) and other healthcare devices. It also provides a service 
of storage and of information which can be accessed through applications. Cloud based IoT architecture 
contributes to services like Remote Healthcare Monitoring where the IoT body sensors collect the necessary data 
that can be transferred to cloud infrastructure for further analysis. Management of Information provides early 
detection and treatment of chronic diseases with the help of artificial intelligence.  
Cloud-based  IoT  integration  empowers  new  scenarios  for smart objects, applications, and services. Some of 
the new models are listed as follows:  
 SaaS (Sensing as a Service) , which allows access to sensor data. 
 EaaS  (Ethernet  as  a  Service),  the  main  role  of which  is  to  provide  ubiquitous  connectivity  to  
control remote devices. 
 SAaaS  (Sensing  and  Actuation  as  a  Service), which provides control logics automatically.   
 IPMaaS (Identity and Policy Management as a Service),  which  provides  access  to  policy  and  
identity management.  
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 DBaaS  (Database  as  a  Service),  which  provides ubiquitous database management. 
 SEaaS  (Sensor  Event  as  a  Service),  which dispatches  messaging  services  that  are  generated  by 
sensor events. 
 SenaaS  (Sensor  as  a  Service),  which  provides management for remote sensors. 
 DaaS  (Data  as  a  Service),  which  provides ubiquitous access to any type of data. 
  
Several  platforms like IoT Cloud, OpenIoT, NimBits, thingSpeak, CloudPlugs are reviewed based on 
Integration, Connection and data collection methods, security techniques, Analytics types and energy efficiency. 
 
Table V 
Features and technology used in the selected CoT platforms 
 
Figure 21: CoT in Healthcare 
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Although  Cloud Computing has given advantages  in creating applications in regards to scalability, 
virtualization, reliability and cost expenses, the centralized Cloud computing has significant challenges when it 
comes to its implementation in Healthcare sector due to the following,  
(1) Sensors generated gigantic amount of  data,  transfer to remote data centers. Taking in to consideration of IoT 
devices in future, will need some technologies to address them.  




(B) Edge Computing based Internet of Things 
The Edge Computing addresses the CoT (Cloud of Things) challenges:  
(1) Local computing, storage and networking resources would assist the resource poor IoT devices. The data 
generated by IoT devices can be stored and preprocessed by local edge cloud and small amount is required to be 
send to central datacenter. 
(2) Network – intensive data can be processed and analyzed just one hop away from IoT devices, thereby reducing 
Bandwidth demands on network links to distant data centers. 
(3) IoT devices can offload their tasks to edge servers if the loads are beyond their capacity. 
(4) Placing computing resources in close proximity to the devices generating the data reduces communication 
latency, thus allows new applications implementation that uses real time analytics. 
 
Table VI 
Comparison between Conventional Cloud computing and Edge cloud/ Edge computing 
 
 
The characteristics enabled by edge computing are as follows. 
(1) Low-latency communication is critical for several IoT applications, including connected vehicles, remote 
health monitoring. These scenarios are characterized by real-time actions or responses based on processing data 
generated by end-devices. 
(2) An increasing amount of data generated by IoT deployments today are bandwidth-intensive, including video 
from surveillance cameras, police patrol cars and user devices. Placing computational resources one-hop away 
from high-bandwidth data sources implies that less data need to be sent to the distant cloud data centers. For 
instance, videos and sensor data from hazardous locations can be processed locally to provide real-time 
information to responders in public safety and medical applications. 
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(3) Geographical distribution is a key characteristic of IoT applications based on sensor networks. Indeed, the 
related use cases highly benefit from processing data locally through edge computing platforms. One example is 
given by collision avoidance systems deployed at the edge of vehicular networks, e.g., at the road-side units 
deployed for communication purposes. These systems depend on sensor data (such as location, velocity, 
acceleration, and so on) generated by both vehicles and pedestrians. Processing the data locally replaces sending 
data to distant cloud data centers, thus achieving low-latency communications. 
(4) Device mobility places additional demands on low-latency processing of device data. Indeed, edge computing 
platforms support migration of virtualized resources based on the mobility of end-devices, thus allowing the data 
generated by these devices to be processed locally and with a satisfactory quality of experience. 
 
Several proposed architectures are summarized in Table VII. 
TABLE VII 
SUMMARY OF CLOUDLETS, FOG COMPUTING, MOBILE EDGE COMPUTING AND HOME CLOUD  
 
Characteristics Cloudlets [46] Fog Computing 
[43][48] 
Mobile Edge Computing 
[43][45][49] 
Home Cloud [47] 
Advocates and 
Sponsors 
It is the project 
from a research 
group in Carnegie 
Mellon University 
(Academia). 
This concept was 
originally proposed 




Institute (ETSI) had launched 
MEC in 2014 (Industry; 






Goal is to achieve 








3- tier structure; 
cloudlet tier 
presents as a small 
“Datacenter in a 
Box” between 
mobile devices and 





Aim to provide data, 
compute, storage 
and services to the 






Near edge servers; 
control plane & data 
plane separation. 
 
Aims to provide an IT service 
environment and cloud 
capabilities at the edge of the 
mobile network, within the 
radio access network (RAN) 
and in close proximity to 
mobile subscribers. 
Transition mobile cellular 
network towards 5G with edge 
cloud capabilities. 
 
It aims at developing 
an open framework 






integrates NFV and 
SDN in edge 
datacenter for 
efficient edge cloud 
orchestration and 
dynamic offloading 










Potentially all kinds 
of Internet of 
Things, connected 
vehicles, WSN, 
smart buildings etc.  
 
Mobile cellular apps, location 






Reality (AR), Virtual 
Reality (VR), Smart 
IoT apps etc. 
Infrastructure 
server support 
Yes,  Edge “Boxes” Yes, Edge Servers Yes, at the base stations Yes, at the Edge 
Servers 
Virtualization 
at the Edge 
Yes, extends 
OpenStack 
Not Specified Yes Yes 
SDN at the 
Edge  





Not Specified  Possibly yes, not clear yet Support high level 
mobility (users, data 
and VMs) 
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Fog Computing based architecture for patient monitoring in Smart Homes is proposed in [50] which includes 
Data Acquisition Layer (DAL) that performs data retrieval task ubiquitously from various wireless hardware 
devices embedded at different locations at home and Body Sensing Network of the patient; Event Classification 
Layer; Information Mining Layer (IML); Decision Making Layer (DML) and Cloud Storage Layer. Each layer 
performs its requisite functions and provide efficient services for adjacent layers. 
 
YinJuan Shi et al. [48] discussed similar architecture as in [50] as well as explained various network protocols 
supported by Fog Computing. The Fog Computing performs three services namely, Switching Network Service, 
Pushing Service and Core Services, that results in supporting real time healthcare applications. 
 
Oretis et al. [51] presented a prototype which involves wearables (a tailor made device) that collects ECG traces, 
uses patient’s smart phone as a Fog gateway for securely sharing ECG data to other authorized entities, thus allow 
patients to share information with physicians, monitor their health status independently and notify the authorities 
rapidly in emergency situations.  
 
Dhananjay Singh  et al.[52] published Military Health Service (MHS) platform for a Semantic Edge based 
network model that helps in communicating tactical and non – tactical pieces of information over network. 
Military health monitoring system collects the vital health parameters of every military personnel in the battlefield 
as well as their weapon status along with their geographical location. The data then sent to Semantic Edge 
Computing over Software Defined Network (SDN) for analysis by their respective commanding officer and 
control center. 
BodyEdge, an architecture provided by Aloi et al. [53] supports healthcare application requirements related to 
communication delay, scalability, responsiveness, transmission capacities and data privacy.  
Figure 22 :BE-MBC Software Architecture. [54] 
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BodyEdge consists of two main components: (1) a BodyEdge Mobile BodyClient (BE-MBC) software module 
and (2) a performing BodyEdge Gateway (BE-GTW). 
Also, this BodyEdge architecture is explained and performance evaluation of a Testbed implementation of a 
proposed system to detect high stress conditions for users in two different application scenarios:  
• Workers in the factory and, 
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3. Healthcare Services 
IoT enables variety of healthcare services in which every service is dedicated to provide on or multiple healthcare 
solutions. Thus, there is no standard definition for IoT services in context of healthcare. 
It is important to keep into consideration that services are based on the set of defined protocols that are needed 
for IoT framework and can be varied based upon the scenarios of implementation. Other aspects of proper 
functioning may include notification services, resource – sharing services, internet services, cross – connectivity 
protocols for heterogenous devices and link protocols for major connectivity. 
 
Services for healthcare are broadly classified into two categories: Services within the hospital and services outside 
the hospital.  
  
Figure 24: Healthcare Services 
 
 
3.1 Within the Hospital Premises 
It covers services related to hospital management and patient care. Maintenance and management of various daily 
aspects are very crucial which can include smart parking, e-card system for staff, patient & visitors, Smart light 
and temperature control systems, medical waste management and disposal systems, maintaining patient health 
record, emergency services (Ambulance services, ICU, Trauma center) etc. 
Sari el at.[55] highlighted effective and efficient scheme for emergency services which includes Ambulance 
service, Vehicular services and Patient emergency monitoring. It also proposed a system for operational services 
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3.2 Outside the Hospital Premises 
It provides connection between a patient and healthcare facilities and can be classified in to three generic 
categories as, Remote Healthcare Services, Wearable sensor devices and Ambient Assisted Living.  Other 
classifications for services such as Community Healthcare and Drug Rehabilitation System are discussed in [3]. 
These services can be deployed on smart phone applications platform that support clinical communications, 
providing drug references or medical education and support diagnosis [2].   
 
3.2.1 Remote Health Monitoring 
IoT provides a potential benefits, allowing doctors to access real – time information of patient’s health and notify 
patient or care taker for any abnormalities or alert for an emergency situations. Remote Health Monitoring 
Services are aimed to give possible benefits of reducing clinical time, timely diagnosis of any abnormalities 
developing, timely treatment and monitoring of patient’s health after discharge and improving quality of care. 
Figure 25 : Illustration  for remote healthcare monitoring system 
 
Services can be deployed by collectively using user interfaces (like smart phones, tablets and computers), 
sensors collecting patient’s vitals and internet connectivity as suggested by Durga A. et al. [56], a Smart Health 
Monitoring System that connects network devices and applications which will help the patients and doctors to 
monitor, track and record patient’s sensitive health data containing medical information. 
Alexandru Archip et al.[57] provided the steps to design and build a low cost monitoring system prototype 
which focuses on remote monitoring in Hospital wards, following an ICU discharge. The system offers mobile 
support in order to facilitate faster and better medical treatment in emergency cases and has been developed using 
Low – power dedicated sensor arrays of EKG, SpO2, temperature and movement. 
Dejana U et al. [58] analyzed and simulated a web based Health Monitoring application based on Constrained 
Application Protocol (CoAP) / IPV6 over Low – Power Wireless Personal Area Network (6LoWPAN) / Rest 
(Representational State Transfer) network infrastructure. 
Sindu D. et al. [59] demonstrated a web based Remote healthcare Diagnostic System that provides vital medical 
data and live video images of patient situated in rural areas accessible to a health professional available elsewhere 
in urban centers resulting in faster and timely diagnosis for patient. 
Ahmed Dridi et al. [60] proposed SM – IoT platform that provides a Smart Personalized e-health services for 
patients and improves decision making for professionals. An intelligent framework that facilitates clinical tasks, 
collect and integrate massive heterogenous medical data using flexible semantic web, store them in the cloud for 
further analysis, visualized these data with user – friendly interfaces and ensures security and privacy of 
information based on security policies. 
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More specific solutions are discussed as Abawajy et al. [61] presented a Patient Health Monitoring System 
which integrates cloud computing and Internet of Things technologies, applied in the real time monitoring of a 
patient suffering from congestive heart failure using ECG. Also, a mHealth platform capable for monitoring 
patient that are taken for cardiac rehabilitation is discussed in Kitsiou et al. [62]. Ganapathy et al. [63] evaluated 
a remote self – monitoring blood pressure to detect raised blood pressure in pregnancy to reduce the risk of 
preeclampsia related complications, using mobile technology. 
 
3.2.2 Ambient Assisted Living 
This IoT service for elderly individuals is mandatory. An IoT platform powered by artificial intelligence that can 
address the healthcare of aging and incapacitated individuals is termed as Ambient Assisted living (AAL). 
AAL can include Improved Drug management, Chronic Disease monitoring, Remote vitals monitoring, e- 
consultation for elder people at home, assisted living like smart wheelchair and other solutions that facilitate 
individuals to live independently with minimal support from caregivers in their home safely. 
 
 
Figure 26 : Illustration for ambient assisted living system 
 
Bo Tan et al. [64] introduced a Wi-Fi signal based Passive Wireless Sensing (PWS) System that allows to detect 
diverse indoor human movements, from whole body motions to limb movements as well as breathing movements 
of the chest. The through – wall Body gesture detection is SDR (Software Defined Radios) based system using 
USRP (Universal Software Radio Peripherals) module provides ability to unobtrusively detect falls, abnormal 
events and daily activities. The potential use of PWS is to detect hand tremor and respiration as well as to detect 
accident and mishap events. 
Ahmed Abdelgawad et al. [65] published IoT based health monitoring system for assisted living, rehabilitation 
and medically challenged people. The proposed system is composed of 6 Modules: The physical sensors to collect 
user’s information and provides necessary feedback, a sensor Interfacing circuit, an indoor positioning module 
that helps locating the user, a low – power microcontroller that manages the data collection and forwarding 
process, a wireless transceiver that connects the system to the internet and a cloud server in which the data storage 
and processing take place. Lightweight Wearable sensors like ECG sensor, nasal/oral airflow sensor, pulse 
oximeter sensor, temperature, light and fall detection sensors are incorporated. 
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Geng Yang et al. [66] proposed an intelligent home based platform, The iHome Health – IoT by integration of 
iMedBox (intelligent Medicine Box), iMedPack (intelligent Pharmaceutical Packaging) and Unobstructive Bio – 
Patch. iMedBox serves as a home healthcare station that monitors  on prescribed dose of medication taken by the 
patient. By leveraging CDM (Controlled Delamination Materials) and RFID technology. iMedPack offers 
automatically reminding to user and dispensing a certain amount of medicine on time as per online prescription. 
A miniature, low power, flexible Bio – Patch been developed which contain application specific integrated circuit 
to measure ECG and temperature. 
Schwiegelshohn et al.[67] evaluated the different solutions by amalgamating robotics and home 
automation/smart home for ambient assisted  living environment. 
Dobbins et al. [68] evaluated information collected from tri – axial accelerometers and heart rate monitor to 
distinguish different physical activity using supervised machine learning algorithms. 
 
3.2.3 Wearable Sensor Devices 
Wearables are smart devices that can be attached to the body , for example, watches, shoes or body sensors that 
work as transducers to measure physiological parameters. 
Figure 27 : Different types of wearable technologies 
 
 
Sensors fitted in patient’s clothes help to collect patient’s health parameters and system monitors patients with 
Alzheimer’s is provided in [69]. Khalus et al.[70] published a survey mentioning IoT and wearable medical 
devices aggregated with cloud based services and smart phone apps to recognize stress and manage and track 
stress behavior over longer period of time. 
Chaitali K. et al. [71] proposed a Health Companion device using wearables to monitor temperature and pulse 
rate of a person on regular basis and enable early detection of deterioration. It includes generation of daily report 
from the continuously uploaded data on cloud that help users for better monitoring of their health as well as fitness 
and also help physicians with better diagnosis. 
K. Sundara et al.[22] proposed an Automation Healthcare System (AHS) which uses wearable sensors for 
gathering real time physiological signals of a patient and Android Application Framework that focuses on the 
analysis of the received physiological health parameters and create alerts to caregivers and doctors to take 
immediate actions in case of emergency. 
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There are many other products like Smart watches and fitness belts available in the market that keep track on 
person’s physical activities, body temperature, body posture etc., also record exercise and daily fitness activities. 




Different types of wearable technologies 
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4. Key Enabling Technologies 
Network Function Virtualization (NFV) and Software Defined Network (SDN) play a significant role in 
development of edge computing platforms described earlier. These technologies are very crucial in the evolution 
of current mobile networks towards Fifth Generation (5G). 5G network aims at providing a programmable 
network infrastructure, thus addresses low latency for reliable communications and handling increased amount of 
data generation from heterogenous devices. Software Defined Network (SDN), Network Function Virtualization 
(NFV), Cloud Computing and Edge computing are predicted to shape the future of the communication networks, 
the emergence of 5G era. 
 
A possible incorporation of these technologies in our proposed architecture as NFV/SDN control and management 
functions at the edge network infrastructure is explained in further sections,  which makes IoT healthcare services 
implementation for flexible, faster and cost effective.  
 
4.1 Network Functions Virtualization (NFV) 
NFV involves the implementation of  Network Functions (NFs) as a software modules that can run on general-
purpose hardware. It decouples NFs such as Evolved Packet Core (EPC), firewall, gateways, load balancer etc. 
from proprietary appliances and leverage virtualization to deploy NFs on high volume servers. By transferring 
network functions running over dedicated underlying hardware appliances to software running on commercial 
off-the-shelf (COTS) equipment i.e., Virtual Machines, different network functions can be deployed in different 
locations of the networks such as data centers, network edge and end nodes of the network edge as required. 
 Network Functions considered for NFV can be 
• Network switching element  i.e., Broadband Network Gateway (BNG), carrier grade NAT, Broadband 
remote access server (BRAS), and routers. 
• Mobile network devices, i.e., Home Location Register/Home Subscriber Server (HLR/HSS), Serving 
GPRS Support Node Mobility Management Entity (SGSNMME), Gateway support node/Packet Data 
Network Gateway (GGSN/PDN-GW), RNC, Node Band Evolved Node B (eNodeB). 
• Virtualized home environments. 
• Tunneling gateway devices, i.e., IPSec/SSL virtual private network gateways. 
• Traffic analysis elements, i.e., Deep Packet Inspection (DPI), Quality of Experience (QoE) measurement. 
• Service Assurance, Service Level Agreement (SLA) monitoring, Test and Diagnostics. 
• Next-Generation Networks (NGN) signaling such as Session Border Controller (SBCs), IP Multimedia 
Sub-system (IMS). 
• Application-level optimization devices, i.e., Content Delivery Network (CDNs), load balancers, cache 
nodes, and application accelerators. 
• Network security devices, i.e., Firewalls, intrusion detection systems, DOS attack detector, virus scanners, 
spam protection, etc. 
 
The major advantage of using NFV is to reduce middle-boxes deployed in the traditional networks to take the 
advantages of cost savings and bring flexibility. On the other side, NFV technology also supports the co-exists of 
multi-tenancy of network and service functions, through allowing the usage of one physical platform for different 
services, applications and tenants. 
NFV gives advantage of cost saving and brings flexibility in terms of launching or terminating NFVs dynamically 
and can be combined to perform complex functions or applications. NFV at the edge allows local computing, 
network and storage resources available in close proximity to IoT devices that require low latency and dynamic 
data offloading due to intensive amount of data generation. It is also suitable for applications such as video 
monitoring, face recognition , AR and VR that can be incorporated with the sensor network for real-time remote 
operation and health diagnosis. Such Applications allow doctor remotely diagnose the patient as well as a virtual 
setup can be created for performing remote surgery. 
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4.1.1 NFV Framework: 
 
Figure 28 : NFV Framework 
 
ETSI defines the NFV architectural framework (showing in Fig.28) enabling virtualized network functions (VNF) 
to be deployed and executed on a Network Functions Virtualization Infrastructure (NFVI), which consists of 
commodity servers wrapped with a software layer that abstracts and logically partitions them. Above the 
hypervisor layer, a VNF is typically mapped to one VM in the NFVI. The deployment, execution and operation 
of VNFs on the NFVI are steered by a Management and Orchestration (M&O) system, whose behavior is driven 
by a set of metadata describing the characteristics of the network services and their constituent VNFs. The M&O 
system includes an NFV Orchestrator in charge of the lifecycle of network services, a set of VNF managers in 
charge of the lifecycle of the VNFs and a virtualized infrastructure manager, which can be viewed as an extended 
cloud management system responsible for controlling and managing NFVI resources. 
(1)  Virtualized Network Functions:  
 Network Functions decoupled from dedicated hardware and  implemented as virtualized software running 
over the NFVI as illustrated in fig. 29. Examples of NFs are: Evolved Packet  Core (EPC), Gateways, Load 
Balancers, and Firewalls.   
Fig. 2 shows the virtualization of network functions. 
 
 
Figure 29 : Virtualized Network Function 
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(2)  NFV Infrastructure (NFVI):  
The NFVI consists hardware resources, virtualization layer  and  virtualized  physical  resources  (Compute,  
Storage  and  Network) on the top of virtualization layer; additionally, NFVI  provides execution for VNFs.   
(3)  Management and Orchestration (MANO):  
MANO provides the lifecycle management and control of  the NFV, also it provides performance analysis 
and it has three  main components as follow:  
• Network Functions Virtualization Orchestration (NFVO).  
• Virtualized Infrastructure Manager (VIM).  
• Virtual Network Functions Manager (VNFM). 
 
 
4.2 Software Defined Network (SDN) 
 
SDN  allows decoupling of network control plane from data plane with the help of dynamic network 
programming. SDN is a centralized control management entity with separation to distributed forwarding data 
plane. It ensures network connectivity, resource allocation, access control, flow control, QoS, QoE , network 
security, network updates, manages entire network topology and provides traffic engineering based on control 
policies that are defined. 
 
Software-Defined Network (SDN) is an important and recently emerging network architecture to decouple the 
network control from the data forwarding by directly programming. With its inherent decoupling of control plane 
from data plane, SDN offers a greater control of a network through programming This combined feature would 
bring potential benefits of enhanced configuration, improved performance, and encouraged innovation in network 
architecture and operations.  
Especially, SDN offers a promising alternative for traffic steering by programmatically configuring forwarding 
rules. Fig.30 depicts the SDN architecture. 
 
 
Figure 30 : SDN Architecture 
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There are three different layers: 
• Application Layer: This layer covers an array of applications focusing on network services, and they are mainly 
software applications communicating with the control layer. 
• Control Layer : As the core of SDN, the control layer consists of a centralized controller, which logically 
maintains a global and dynamic network view, takes requests from the application layer, and manages the network 
devices via standard protocols. 
• Data-plane Layer: Infrastructure including switches, routers and network appliances. In SDN context, these 
devices are programmable and support standard interfaces. 
The application layer utilizes the northbound APIs to communicate with the SDN controller, which enable 
different control mechanisms for the networks. The southbound APIs define the communication interface between 
the controller layer and data plane devices, which on the other hand enable the application to control the 
forwarding device via this flexible and programmable way. 
 
4.3 Convergence between NFV and SDN 
 
Both SDN and NFV are complementary technologies. NFV can serve SDN by virtualizing the SDN controller 
(which can be regarded as a network function) to run on cloud, thus allows dynamic migration of the controllers 
to the optimal locations. In turn, SDN serves NFV by providing programmable network connectivity between 
VNFs to achieve optimized traffic engineering and steering. However, NFV and SDN are completely different 
from the concepts to the system architecture and functions, which are summarized by the following 
aspects: 
 
• NFV is a concept of implementing Network Functions in virtual manner while SDN is a concept of achieving 
centrally controlled and programmable network architecture to provide better connectivity and improves 
forwarding decisions based on defined policies.   
• NFV aims at reducing capital Expenditure (CAPEX) and Operating Expenses (OPEX) while SDN aims at 
providing network abstraction that enables flexible network control and configurations. 
• NFV decouples the network functions from the proprietary hardware to achieve agile provisioning and 
deployment, while SDN decouples the network control plane from the data plane forwarding to provide a 
centralized controller via enabling programmability. 
 
SDN, together with NFV, enables flexible and programmable deployment of software based modules, thereby 
simplifying network configuration and management. These technologies are very helpful for faster deployment 
of software functions and new services at lesser cost. 
NFV enables in deployment of virtual resources to meet sudden increase in traffic generated by IoT applications 
at certain locations. It can also bring needed virtual resources closer to end-users by utilizing edge computing 
platforms. On the other hand, SDN ensures orchestration of newly deployed virtualized resources along with 

















4.4 Architecture with NFV, SDN and Cloud computing. 
Cloud computing, SDN and NFV are abstractions of different resources: compute for cloud, network for SDN 
and functions for NFV. The advantages that accrue from each of them are similar; agility, cost reduction, 
dynamism, automation and resource scaling. Network Functions will be migrated to the cloud carrier-grade in 
terms of performance, reliability, security, communication between functions etc. The relation between cloud 
computing, SDN and NFV is visualized in following Figure 31. 
 
Figure 31: SDN,NFV and Cloud 
 
4.5 Software-defined NFV System 
 
The software-defined NFV system is illustrated in Fig. 32. It consists a control module, forwarding devices and 
NFV platform at the edge of the network. The logic of packet forwarding is determined by the SDN controller 
and is implemented in the forwarding devices through forwarding tables. Efficient protocols, e.g., Openflow, can 
be utilized as standardized interfaces in communicating between the centralized controller and distributed 
forwarding devices. 
The NFV platform leverages commodity servers to implement high bandwidth NFs at low cost. Hypervisors run 
on the servers to support the VMs that implement the NFs. This platform allows customizable and programmable 
data plane processing functions such as middlebox of firewalls, IDS, proxies, which are running as software within 
virtual machines, where NFs are delivered to the network operator as pieces of pure software. 
The SDN controller and the NFV orchestration system compose the logical control module. The NFV 
orchestration system is in the charge of provisioning for virtualized network functions, and is controlled by the 
SDN controller through standard interfaces. After obtain the network topology and policy requirements, the 
control module computes the optimal function assignments (assigning network functions to certain VMs) and 
translates the logic policy specifications into optimized routing paths. The function assignments are enforced by 
the NFV orchestration system and the controller steer the traffic traveling through the required and appropriate 











Figure 32 : Software- defined NFV System 
 
4.6 Proposed architecture with NFV and SDN at the Edge Network 
 
Using NFV at the edge, local computing, storage and networking are available closer to edge devices and SDN , 
on the other hand, is suitable to work with NFV to manage , control and configure the VNFs (Virtual Network 





Figure 33: NFV/SDN Convergence at Edge 
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Virtual Network Functions are implemented as virtualized software running over Network Function 
Virtualization Infrastructure (NFVI) that provides hardware resources. These are controlled by Edge SDN 
Controller through NFV orchestrator and Management accessed via North Bound Interfaces (NBIs). Thus, it 
manages coordination between VNFs as well as create, configure and control VNFs. With NFV orchestrator and 
management, Edge SDN controller is adhere to another application plane component, Software applications for 
networks services, that communicate and coordinate with edge SDN controller via NBIs. South Bound Interfaces 
(SBIs) separate control plane with the data plane and through which edge SDN controller handles traffic 
distribution among the network devices that are connected to IoT devices which includes wearables, hospital 
sensor network and infrastructure and sensor nodes implemented remotely. 
There can be another possible approach where NFV can serve  SDN by virtualizing SDN controller (which can 
be regarded as a VNF). It allows dynamic migration of the controller to optimal location and in turn, SDN serves 
VNF by providing programmable network connectivity to achieve optimized traffic engineering. Similar 
approach has been discussed in [72] where SDN is a part of NFV. Other SDN and Virtualizations solutions are 
discussed in  [77] and [78] that explains architectures for Wireless Sensor Networks (WSN). An efficient cloud 
centric, SDN/NFV enabled network architecture is highlighted in [79] that considers load balancing and fault 
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5. Open Issues and Technical challenges 
5.1 Security Challenges 
Challenges for secure IoT healthcare services include. 
 COMPUTATIONAL LIMITATIONS 
IoT health devices are embedded with low-speed processors. The central processing unit (CPU) in such 
devices is not very powerful in terms of its speed. In addition, these devices are not designed to perform 
computationally expensive operations. That is, they simply act as a sensor or actuator. Therefore, finding a 
security solution that minimizes resource consumption and thus maximizes security performance is a 
challenging task. 
 MEMORY LIMITATIONS 
Most IoT healthcare devices have low on-device memory. Such devices are activated using an embedded 
operating system (OS), system software, and an application binary. Therefore, their memory may not be 
sufficient to execute complicated security protocols. 
 ENERGY LIMITATIONS 
A typical IoT healthcare network includes small health devices of limited battery power (e.g., body 
temperature and BP sensors). Such devices conserve energy by switching on the power-saving mode when no 
sensor reading needs to be reported. In addition, they operate at a low CPU speed if there is nothing important 
to be processed. Therefore, the energy constraint property of IoT health devices makes finding an energy-
aware security solution challenging. 
 MOBILITY 
In general, healthcare devices are not static but mobile in nature. Such devices are connected to the Internet 
through IoT service providers. For example, a wearable body temperature sensor or a heart monitor may be 
connected to the Internet and notifies the concerned caregiver of the user’s conditions. Such wearables are 
connected to the home network when the user is at home, whereas they are connected to the office network 
when he or she is at office. Different networks have different security configurations and settings. Therefore, 
developing a mobility-compliant security algorithm is a serious challenge. 
 SCALABILITY 
The number of IoT devices has increased gradually, and therefore more devices are getting connected to the 
global information network. Therefore, designing a highly scalable security scheme without compromising 
security requirements becomes a challenging task. 
 COMMUNICATIONS MEDIA 
In general, health devices are connected to both local and global networks through a wide range of wireless 
links such as Zigbee, Z-Wave, Bluetooth, Bluetooth Low Energy, Wi Fi, GSM, Wi Max, and 3G/4G. Wireless 
channel characteristics of these networks make traditional wired security schemes less appropriate. Therefore, 
it is difficult to find a comprehensive security protocol that can treat both wired and wireless channel 
characteristics equally. 
 THE MULTIPLICITY OF DEVICES 
Health devices within an IoT health network are diverse, ranging from full-fledged PCs to low-end RFID tags. 
Such devices vary according to their capability in terms of their computation, power, memory, and embedded 
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 A DYNAMIC NETWORK TOPOLOGY 
A health device may join an IoT health network anywhere, anytime. In addition, it can leave a network either 
gracefully (with proper exit notification) or disgracefully (abruptly). Temporal and spatial admission 
characteristics of medical devices make the network topology dynamic. Therefore, devising a security model 
for this type of dynamic network topology is a difficult challenge. 
 A MULTI-PROTOCOL NETWORK 
A health device may communicate with other devices in the local network through a proprietary network 
protocol. In addition, the same IoT device may communicate with IoT service providers over the IP network. 
Therefore, security specialists find it difficult to devise a sound security solution for multi-protocol 
communications. 
 DYNAMIC SECURITY UPDATES 
To mitigate potential vulnerabilities, there is a need to keep security protocols up-to-date. Therefore, updated 
security patches are needed for IoT health devices. However, designing a mechanism for the dynamic 
installation of security patches is a challenging task. 
 TAMPER-RESISTANT PACKAGES 
Physical security is an important part of IoT health devices. An attacker may tamper with devices and then 
may later extract cryptographic secrets, modify programs, or replace those with malicious nodes. Tamper-
resistant packaging is a way to defend against such attacks, but it is challenging to implement in practice. 
 
5.2 IoT Healthcare challenges and open issues 
Many researchers have worked on designing and implementing various IoT-based healthcare services and on 
solving various technological and architectural problems associated with those services. There are several other 
challenges and open issues that need to be carefully addressed. Following are some of the explored and unexplored 
issues surrounding IoT healthcare services. 
 STANDARDIZATION 
In the healthcare context, there are many vendors that manufacture a diverse range of products and devices, 
and new vendors continue to join this promising technological race. However, they have not followed standard 
rules and regulations for compatible interfaces and protocols across devices. This raises interoperability 
issues. To address device diversity, immediate efforts are required. For example, a dedicated group can 
standardize IoT-based healthcare technologies. This standardization should consider a wide range of topics 
such as communications layers and protocol stacks, including physical (PHY) and media access control 
(MAC) layers, device interfaces, data aggregation interfaces, and gateway interfaces. The management of 
various value-added services such as electronic health record is another standardization issue. This 
management comes in various forms, including access management and healthcare professional registration. 
Various mHealth and eHealth organizations and IoT researchers can work together, and existing 
standardization bodies such as the Information Technology and Innovation Foundation (IETF), the Internet 
Protocol for Smart Objects (IPSO) alliance, and the European Telecommunications Standards Institute (ETSI) 
can form IoT technology working groups for the standardization of IoT-based healthcare services. 
 
 IoT Healthcare Platforms 
Because the architecture of IoT-based healthcare hardware is more sophisticated than that of usual IoT devices 
and requires a real-time operating system with more stringent requirements, there is a need for a customized 
computing platform with run-time libraries. To build a suitable platform, a service-oriented approach (SOA) 
can be taken such that services can be exploited by using different application package interfaces (APIs). In 
addition to a specialized platform, libraries and appropriate frameworks should be built so that healthcare 
42 | P a g e  
 
software developers and designers can make efficient use of given documents, codes, classes, message 
templates, and other useful data. Further, a particular class of disease-oriented libraries can be useful. 
 Cost Analysis 
Researchers may perceive IoT-based healthcare services as a low-cost technology, but  no comparative study 
has offered any evidence of this.  
 The App Development Process 
There are four basic steps in developing an app on the android platform: the setup, development, debugging 
and testing, and publishing. Similar approaches are generally taken on other platforms. In the process of 
healthcare app development, the participation of an authorized body or association of medical experts is 
typically required to ensure an app of acceptable quality. In addition, regular updates on healthcare apps based 
on the due consideration of recent advances in medical science are vital. 
 Technology Transition 
Healthcare organizations can modernize their existing devices and sensors across the healthcare field for smart 
resources by incorporating IoT approaches into the existing network configuration. Therefore, a seamless 
transition from the legacy system and setup to an IoT-based configuration is a major challenge. In other words, 
there is a need to ensure backward compatibility and flexibility in the integration of existing devices. 
 The Low-Power Protocol 
There are many devices in IoT healthcare scenarios, and such devices tend to be heterogeneous in terms of 
their sleep, deep-sleep, receive, transmit, and composite states, among others. In addition, in terms of service 
availability, each communications layer faces an additional challenge in terms of power requirements. For 
example, finding an appropriate device discovery protocol that requires less power while ensuring service 
availability at the MAC layer is a difficult task. 
 Network Type 
In terms of the design approach, an IoT healthcare network can be of one of three fundamentally different 
types: data-, service-, and patient-centric architectures. In the data-centric scheme, the healthcare structure 
can generally be separated into objects based on captured health data. In a service-centric scheme, the 
healthcare structure is allocated by the assembly of characteristics that they must provide. In the patient- 
centric scheme, healthcare systems are divided according to the involvement of patients and their family 
members they consider for treatment. In this regard, answering the question of what network type is 
appropriate for IoT-based healthcare solutions becomes an open issue. 
 Scalability 
IoT healthcare networks, applications, services, and back-end databases should be scalable because related 
operations become more complex with the addition of diverse applications as a result of the exponential 
growth of demands from both individuals and health organizations. 
 Continuous Monitoring 
There are many situations in which patients require long-term monitoring (e.g., a patient with a chronic 
disease). In this regard, the provision of constant monitoring and logging is vital. 
 New Diseases And Disorders 
Smartphones are being considered as a frontier IoT healthcare device. Although there are many healthcare 
apps and new apps are being added to the list every day, the trend has been limited to a few categories of 
diseases. R&D activities for new types of diseases and disorders are essential, and the discovery of methods 
that can make the early detection of rare diseases mobile has long been an important task. 
 Identification 
Healthcare organizations generally deal with multi-patient environments in which multiple caregivers 
discharge their duties. From this perspective, the proper identification of patients and caregivers is necessary. 
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 The Business Model 
The IoT healthcare business strategy is not yet robust because it involves a set of elements with new 
requirements such as new operational processes and policies, new infrastructure systems, distributed target 
customers, and transformed organizational structures. In addition, doctors and nurses generally avoid learning 
and using new technologies. Therefore, there is an urgent need for a new business model. 
 The Quality Of Service (QoS) 
Healthcare services are highly time sensitive and require QoS guarantees in terms of important parameters 
such as reliability, maintainability, and the service level. In addition, system availability and robustness are 
central to offering QoS guarantees because any type of system disaster can put lives at danger in medical 
situations.  
 Data Protection 
The protection of captured health data from various sensors and devices from illicit access is crucial. Therefore, 
stringent policies and technical security measures should be introduced to share health data with authorized 
users, organizations, and applications. Here introducing an optimal algorithm for collaboration between 
protection, detection, and reaction services to prevent various attacks, threats, and vulnerabilities is an open 
challenge. several research problems in this area are outlined as follows. 
(1) Resource-Efficient Security 
Because of resource (power, computation, and memory) constraints, IoT healthcare security schemes 
should be designed to maximize security performance while minimizing resource consumption. 
(2) Physical Security 
Because an attacker may tamper with and capture physical health devices and extract cryptographic secrets, 
the attacker may modify programs or replace captured devices wit malicious ones. Therefore, devices 
should include tamper-resistant packaging. 
(3) Secure Routing 
Routing protocols for the IoT health network are particularly susceptible to device-capture attacks. 
Therefore, proper routing and forwarding methods are vital for real-time or semi-real-time communication 
in the desired network. 
(4) Data Transparency 
IoT medical devices deal with personal heath data that may be used in IoT cloud services. Therefore, data-
transparent services should be designed and developed such that the life cycle of personal data can be traced 
and data use can be controlled. 
(5) The Security Of Handling IoT Big Data 
Biomedical sensors and devices generate huge amounts of health data, and there is a need to securely store 
captured data. Providing security measures for handling such data, including date transfer and maintenance, 
without compromising integrity, privacy, and confidentiality requires close attention and much effort. 
 Mobility 
The IoT healthcare network must have the ability to support the mobility of patients such that they can be 
connected anywhere, anytime. This mobility feature is ultimately responsible for connecting dissimilar 
patient environments. 
 Edge Analytics 
In the IoT health space, edge analytics such as analytics in edge devices plays an important role and can 
improve the feature of gateway devices. In this context, there is a need to examine healthcare data analytics 
to help system designers to optimize the data traffic. 
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 Ecological Impact 
The full-scale deployment of IoT-based healthcare services requires many biomedical sensors embedded in 
semiconductor-rich devices. These sensors and devices also include rare earth metals and severely toxic 
chemicals. This has substantially unfavorable impacts on the environment, users, and human health, and for 
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CONCLUSION 
Internet of Things is an emerging concept aiming to enhance health and wellbeing by connecting smart devices, 
communication technologies and multiple health applications together. 
Thesis highlights applications of IoT, specifically in healthcare. An architecture for IoT in healthcare is proposed 
that depicts abstraction based on functionality of each layer. Literature review and research have been done in the 
field of Healthcare services like remote health monitoring, ambient assisted living and wearables. Thesis also 
presents in depth review on sensor technologies, communication technologies and computing technologies.  
Thesis presents comprehensive comparisons between cloud computing and edge computing, featuring their 
implementation based on scenario of services.  
In the recent developments in the edge networking, SDN and NFV are key technologies that would change the 
implementation of IoT in healthcare to a great extent. Convergence between SDN and NFV at the computing 
platforms (Edge network) is proposed in thesis, aiming to improve the QoS and reduce the latency. 
Thesis is concluded by discussing major security and technical challenges and open issues like lack of 
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